™ Educational Technology
CIT Privacy Compliance

Form 1 — Privacy Compliance Checklist

e This form is to be completed by the person wishing to use a technology (owner) for educational

use at BCIT.

e The technology may be new for use at BCIT, or a previously approved technology that has been
updated, or a new model of use of a previously approved technology.

e Complete one checklist per external learning tool you would like to use.

e See Appendix B for an explanation of each field of this form.

Step 1 - Identify the external learning tool you propose to use

Name of the tool:

Name of
vendor/supplier:

Vendor/product
URL:

Type of tool:

Briefly describe the nature of the tool and what it does.

Intended model of
use:

Describe how you will be using this tool (your model of use) in your course. Expand on the item

above as it applies to your specific use.

Requirement for use:

(select one)

O Required — for successful completion of the course
O Recommended — learners are able to succeed without the tool

O Optional — learner discretion without compromising their learning

Nature of learner
notification:

Will learners notified, prior to registering for this course, that
this software would be used? (mandatory for required uses)

If Yes, briefly explain how:

Yes

No




Step 2 - Identification

Your name: | Position: |

School/Department:

Phone: | E-mail: |

Course:

Planned use: Indicate a timeline for your planned first use of this software — term or actual course start date.

Step 3 - Privacy Assessment of the Proposed External Learning Tool

1 | Does the tool integrate (single sign on) with a central BCIT system (e.g., Banneror | Yes | No
the Learning Hub)? |:| L]
2 | Does the tool collect (require for access) personal information about your |:| D
learners?
3 | Does the tool collect just the information about learners that is necessary for the
teaching and learning activity of the course in which they enrolled? 0| O
4 | Will learner information be shared with the external learning tool beyond what Ol O
the learner enters themselves?
Will you give learners the BCIT information collection notice. O O
Does the tool use security measures that only permit access by authorized users.
If Yes, please explain:
7 | Where does the tool store the personal information it collects?
O a) On BCIT servers/systems only
O b) On servers located within Canada
O c) On servers located outside of Canada
8 | If youanswered Yes to question 7b) or 7c)
Will BCIT sign an agreement with the external hosting service to ensure they
comply with BC's Freedom of Information and Protection of Privacy Act. L] Ol
Note: This may be included in their licensing or terms of use documents by default, or may need
to be negotiated with the vendor.
9 | If you answered Yes to question 7b) or 7c)
Is the data that contributes to learning and grading retained and retrievable |:| |:|
for a minimum of one year after the learner completes the course?
10 | Will the learner data be removed from the external learning tool site a year after
the learner completes the course? D D
11 | If you answered Yes to question 7c)

Learners will be required to provide informed consent to disclose their personal
information outside of Canada prior to their use of the external learning tool.




12 | If you answered Yes to question 11 Yes | No
Learner consent will be retained for a minimum of one year following the |:| |:|
semester in which they used the external learning tool.

13 | Disclosure of learner personal information, by the external learning tool:

a) isin compliance with BCIT policies. |:| |:|
a. 6700-FIPPA
b. 3502 — Information Security
b) is for the teaching and learning purpose of my course in which the |:| |:|
learners are enrolled, and
c) is provided to another BCIT employee only when the information is
necessary for them to perform their employment duties.

Step 4 — Policy-5900, Educational Technology

14 | Have you reviewed Policy 5900, 5900-PR1, 5900-PR2, and 5900-PR3? |:| |:|

15 | Have you compared your proposed technology to others currently available as

Institutional Technologies? O | O

16 | Have you prototyped your model of use of this technology |:| |:|

17 | Will you require support from ETS for the technology, implementation, yourself |:| |:|

and/or your learners?

Step 5 — Submission and Approval

5.1 Technology Owners

1)
2)

Email this completed PCC to Bryan Fair, Special Projects Office, LTC - Bryan_Fair@bcit.ca.

that may be needed to enable your use of this tool.

3) Your use of the proposed tool will be:

a. approved,
b. approved with conditions for use,

c. orsubmitted to the Information Access and Privacy Office for a possible Privacy
Impact Assessment (PIA) should it pose a higher level of risk than can be assessed

using a PCC.

5.2 Special Project Office (SPO) will:

1.

complies with protection of privacy requirements under FIPPA.

2. Clarify and discuss risk mitigation options with the owner of the request.

w

Document the outcome of the review.

further assessment.

Review the completed PCC checklist to determine if the proposed external learning tool

Approve for use, including any conditions, or, in cases of higher risk, forward to IAPO for

Your submission will be reviewed with you, if necessary, including any alternatives or options



mailto:Bryan_Fair@bcit.ca

Signatures

The undersigned confirm that they have taken reasonable steps to confirm that the contents of this
assessment are accurate and complete.

Instructor

Signature Date

LTC Special Projects Office

Signature Date



Appendix B - Explanation of the PCC questions

Step 3 — Privacy Assessment of the Proposed Tool
Q1 - Integration

This question is asking if the proposed tool will communicate with any other BCIT application to
share data. An good example would be when you login to the Learning Hub. It’s integrated with
other BCIT systems such that you login credentials are being validated against a BCIT central
database and not just the Learning Hub itself.

If learner access to the proposed tool will be through the Learning Hub, without a secondary login,
then that would be considered and integrated system

Q2 - Collection of personal information

Demographic data and class roster information from Banner is passed to the Learning Hub to
identify learners and authorize their access to the system and their courses. The learner personal
information loaded into the learning management system is learner first name, surname and
common name, learner number, BCIT ID, email address and course enrolment.

The proposed tool may collect the above and more. If this is the case, answer “Yes” on the
checklist.

Q3 - Just the necessary information
Does the proposed tool collect only the information needed to deliver the service the learner has
paid for? Or, does the system collect additional information at any point? This is about the higher
risk of collecting information that is not needed to deliver the service requested.

Q4 - Sharing of information
Learner may be asked to enter information for login or account alignment reasons, but this
guestion is asking more about other types of information that might be shared with the tool,
unbeknownst to the learner.

Q5 — Collection notice

This is part of the informed consent obligation we have when using external tools. Learners must
be informed we are collecting and using information, what that information is, where we are
sharing and storing it, what the risk is, and under what authority we are doing this.

BCIT gives learners a personal information collection notice when they logon to the Learning Hub,
such as:

By logging into this site, you acknowledge that you have read, understood, and agree to
BCIT's Acceptable Use and Security policies:



BCIT provides information processing facilities to BCIT users to support the teaching,
learning, research and administrative goals of the Institute. These resources are valuable
community assets to be used and managed responsibly to ensure their integrity, security,
and availability for educational and business activity.

Links are provided to:
e Acceptable Use of Information Technology - https://www.bcit.ca/files/pdf/policies/3501.pdf
e Associated Guideline - https://www.bcit.ca/files/pdf/policies/3501 guil.pdf
e Information Security - https://www.bcit.ca/files/pdf/policies/3502.pdf
e Associated Guideline - https://www.bcit.ca/files/pdf/policies/3502 guil.pdf

If this notice adequately covers the learner personal information an instructor will collect using an
external learning tool answer “Yes” on the checklist.

If the use of the external learning tool provides and equivalent, or if you will provide an equivalent
regarding the use of the external learning tool, answer “Yes” on the checklist.

If neither of the above are true, answer “No” on the checklist.

Q6 - Tool security measures

Does the tool use some form of login to ensure only registered learners can access the resources
being used by you in your course?

BCIT must protect personal information in its custody or under its control by making reasonable
arrangements against such risks as unauthorized access, collection, use, disclosure or disposal
The electronic system and digital media on which information is stored must be considered
when deciding what reasonable technical security measures are necessary to adequately protect
the personal information.

If this is true for the external learning tool an instructor wants to use, or if the external learning
tool enables an instructor to set technical security measures that designate only learners
enrolled in the course and other instructors who instruct the course are authorized users,
answer “Yes” on the checklist.

If these are not the case for the external learning tool, answer “No”.


https://www.bcit.ca/files/pdf/policies/3501.pdf
https://www.bcit.ca/files/pdf/policies/3501_gui1.pdf
https://www.bcit.ca/files/pdf/policies/3502.pdf
https://www.bcit.ca/files/pdf/policies/3502_gui1.pdf

Q7 - Location of stored data
Where, geographically, is the data collected by the external learning tool stored?

When the external learning tool stores data outside of Canada, informed consent for use
becomes a mandatory requirement.

7.a In this case, all learner personal information collected using an external learning tool
would be stored automatically onsite, only on BCIT servers or within the D2L system.

7.b In this case, the learner personal information collected using an external learning tool
would be stored automatically outside BCIT, but only inside Canada on servers belonging to the
service provider who supplies the tool.

7.c In this case, the learner personal information collected using an external learning tool
would be stored automatically outside BCIT and outside Canada, on servers belonging to the
service provider who supplies the tool (e.g., GoogleDocs)

Refer to the process and forms (within this document) for obtaining learner consent in this
situation that complies with the requirements set out by Regulation under the Act.

Q8 - Vendor agreement

While not always possible, within the licensing agreement or terms of use, BCIT would like to
see a clause that bind the vendor of the external learning tool to abiding by BC’'s Freedom of
Information and Protection of Privacy Act.

Depending on the form of the agreement, this can be negotiated by BCIT Corporate Services.
BCIT’s Information Access and Privacy office can supply a draft of the wording.

Q9 - Retention of learning data

As opposed to the transfer of the data and what data is being shared, this question asks about
how long the vendor will retain the data.

BCIT must ensure that personal information is retained for at least one year after being used to
make a decision that directly affects the learner so that the learner has a reasonable
opportunity to obtain access to that personal information. An example would be in the case of a
grade appeal.

The Learning Hub automatically archives all course data.

When learner personal data is collected using an external learning tool and it is automatically
stored on BCIT servers, answer “Yes” on the checklist

If this is not the case because: 1) the data is stored elsewhere on a storage device hosted by a
service provider and 2) there is no written agreement that stipulates the service provider will
retain and provide access to the data for the required one year time period, answer “No” on the
checklist.



Q10 - Deletion of learner data

While we do want the data for a year, we then want it to be deleted. The retention of our
learner data for an extended period of time increases the risk. Vendors should indicate their
data retention policies in their license agreement or Terms of Use, which can be reviewed prior
to the choice to use the tool.

Q11 - Student consent

Will you be requiring your learners to agree, through an informed consent process, to the use of
the external learning tool?

Q12 - Consent retention

This asks you about your retention of the learner consent documentation for at least a year after
the learner has completed the course the consent applies to.

Q13 - Disclosure of information

Is the information collected by or through this tool used for any other purpose that the
educational purpose the learner has enrolled for?

This question covers cases of disclosure of leaner data by the vendor of the external learning
tool. This would be to a third party. In such cases, the third party must agree to the same data
management guidelines of the vendor we are dealing with. When a vendor discloses to third
parties without adherence to the same standards, this poses and immediate high risk that
requires a more detailed investigation.

Cloud services often collect information and use it for purposes other than you intend.

Q14-Policy 5900

e 5900 — Educational Technology Policy

e 5900-PR1 — Educational Technology Selection and Implementation Procedures
e 5900-PR2 — Educational Technology Selection Criteria

e 5900-PR3 — Educational Technology Privacy Compliance

The overarching objectives of the policy package are to:

e Provide a strategic framework for the collaborative implementation and support of ET that
aligns with BCIT priorities and positions educational technology as an ongoing and
responsive tool.

e Empower faculty to be innovative and flexible in their choices and use of ET.

e Eliminate user confusion as to the overlapping areas of responsibility.

e Ensure BCIT can support ET in an ongoing, fiscally responsible, and scalable manner.

e Provide a means for BCIT’s use of ET to comply with regulatory requirements.


https://www.bcit.ca/files/pdf/policies/5900.pdf
https://www.bcit.ca/files/pdf/policies/5900-pr1.pdf
https://www.bcit.ca/files/pdf/policies/5900-pr2.pdf
https://www.bcit.ca/files/pdf/policies/5900-pr3.pdf

Q15 - Feature Comparison
Policy -5900, PR2, Stage 1-Research requires:

1. Educational needs be defined.
2. Functional requirements be defined based on meeting the educational need.
3. Proposed new technologies be compared to existing institutional technologies.

Q16 - Prototype
Policy -5900, PR2, Stage 2-Prototype requires:

1. Develop a unit of learning, such as a module, lesson, or learning activity using the ET
according to the curriculum design model of the chosen course.

2. Facilitate a review of the prototype by an appropriate number of non-student stakeholders
to ‘test-drive’ the technology or model of use.

3. Collect feedback to ensure the proposed technology will address the educational need and
identify potential user challenges and areas that may need support.

Q17 - Support

The resources of the LTC are available to support the implementation and ongoing use of
institutional ET at BCIT. The same is not guaranteed for ad hoc technologies used by a single
instructor in a single course.

It is recognized that support may be necessary to ensure a positive and quality learner
experience. Consideration will be given to technologies that are unique, essential for the
learning, and/or have the potential to be used broadly across BCIT.
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